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Fortinet Authorized Training Course Outline 

 

Fortigate I 

 

The Fortigate I course is available as a 2-day instructor-led course (public class or private on-site 

session), or a self-paced training course. The course provides an introduction to the 

configuration and administration of the FortiGate Unified Threat Management appliance. 

Through a variety of hands-on labs, students will learn about the most commonly used features 

of the FortiGate unit. 

 

Participants will gain a solid understanding of how to integrate the FortiGate unit into their 

existing environment, and the operational maintenance involved to ensure optimal 

performance and full protection of their corporate assets. 

 

The Fortinet Network security training program introduces attendees to the basic concepts of 

network security and gives them an all round view of how networks can achieve more security, 

while optimizing network performance. This is a fully hands on training and each attendee is 

given the opportunity to configure a network security device in a live-like and hands-on 

environment 

 

Course Objectives 

 

Upon completion of this course, students will be able to: 

 

· Describe the capabilities of the FortiGate Unified Threat Management appliance. 
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· Use Web Config and CLI to complete administration and maintenance tasks. 

· Understand the basic differences between the NAT/Route and Transparent operational 

modes. 

· Implement logging to a FortiAnalyzer appliance. 

· Construct firewall policies to control traffic passing through the FortiGate unit. 

· Define identity-based policies for authentication. 

· Implement SSL VPNs to offer secure access to private networks. 

· Configure updates to the FortiGuard Subscriptions Services. 

· Implement threat management filtering including antivirus, email filtering, web filtering, 

data leak prevention, application control and endpoint control. 

 

Prerequisites 

· Introductory-level network security experience. 

· Basic understanding of core network security and firewall concepts. 

 

Who Should Attend 

This introductory-level course is intended for anyone who is responsible for the day-to-day 

administration and management of a FortiGate unit. Students must be familiar with the topics 

presented in this course before attending the FortiGate II course 

 

Fortigate I Topics 

 

1. Introduction 

2. Logging and Monitoring 

3. Firewall Policies 

4. Firewall Authentication 

5. SSL VPN 

6. Basic IPSec VPN 

7. Antivirus 

8. Explicit Proxy 

9. Web Filtering 

10. Application Control 
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Fortigate II Course Outline 

 

The Fortigate II course provides 3 days of instructor-led training (in a public or private on-site class 

setting) where participants will gain a comprehensive understanding of the advanced 

networking and security features of FortiGate Unified Threat Management security appliances. 

Hands-on labs allow students to perform the tasks associated with the configuration and 

troubleshooting of virtual domains, routing, WAN optimization, high availability, IPS, 

authentication and IPSec VPNs. 

 

This course demonstrates features that can be easily adapted when planning a secure network 

deployment using FortiGate Unified Threat Management appliances. 

 

Topics 

 

1. Routing 

2. Virtual Domains 

3. Transparent Mode 

4. High Availability 

5. Intrusion Prevention Systems IPS 

6. Fortinet Single Sign On 

7. Advanced IPSec VPN 

8. Certificate Operations 

9. Data Leak Prevention 

10. Diagnostics 

11. Hardware acceleration 

 


